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 XValidate 
Secured Routing Process 
 

 

    
XValidate is an application of the XCarrier platform that validates, analyzes, detects incom-
ing A-numbers (PAI) and marks them for rating. The XCarrier application monitors carrier 
CDRs automatically, continuously, and in near real-time. Recognized A-numbers are 
marked so that they can be processed correctly. Regulatory requirements are met with this 
XCarrier application.  

 
Terms and Definitions 
 
Invalid A-Number 
• Different sets of rules are available to check the A-

numbers and define which numbers are valid, invalid, 
or whitelisted. 

Atypical telephone behavior 
• Atypical telephone behavior is a collective term for vari-

ous caller patterns, where the A-number is used 

abusively. Voice or telephone spoofing (also known as 
“voice phishing” – or “vishing” for short) is also in-
cluded, where automated telephone calls are used in 
an attempt to deceive and mislead the callee and to 
obtain personal data and details.  

 

 
Functions 
 
Identification of invalid A-numbers 
• A-numbers (PAI) are identified in the CDRs, checked 

for format and plausibility, length, and other specific 
parameters, and compared with databases of known 
phone numbers (both valid and invalid numbers). 

• Depending on the area of application (country) and 
regulation, country-specific additional, external sources 
of information are dynamically available. If available, 
these are connected electronically via API and inte-
grated into the processing logic. 

• Additionally, manual entries can be made additively or 
complementarily at any time via the graphical user in-
terface. 

• Detected invalid A-numbers are identified and as-
signed the appropriate validate status. 

• A prefix in the rating ensures the correct revalue to an-
other destination, which ensures a corresponding (usu-
ally higher) billing. 

• Marked CDRs with validate status can be easily ex-
ported and further processed and exchanged accord-
ingly. 

• Corresponding test sets and reference lists are used 
with different priorities that serve as a basis for specific 
actions, e.g.  

• Letters or special characters  
• Operator invalid list(s)  
• Operator valid list(s)  
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• Global minimum/maximum number length 
• International phone number validation 
• National phone number validation 

Data interfaces 
• XValidate has an export interface that provides marked 

CDRs in a configurable format. 
• CDR data is provided with the previously assigned sta-

tus information. 
• The data can be processed and sent manually or 

transmitted to another system via a defined interface 
(e.g. Secure Data Room). 

• XReconCDR is an additional application that enables 
the synchronization of individual CDR data. Special at-
tention must be paid to the HW capacity here. 

 

Operation and interfaces 
• XValidate is configured and operated via the graphical 

user interface (GUI) of XCarrier. 
• The following common import file formats and data col-

lection protocols are currently supported. These are 
not exhaustive.  
 

 
 

 
Customer Added Value 
 
Compliance 
• Compliance with laws, regulations and promises made 

to regulatory authorities, customers and operators. 
Added Value for Carriers 
• Correct billing of calls regarding valid / invalid A-num-

bers. 

• Wholesale carrier market compatibility. 
• Prevention of financial claims and damages. 
• Secured sales and margins. 
• Less customer support/disputes due to correct billing. 
 

 

Data Collection ProtocolsImport Formats

ftp, sftp.xls/.xlsx

http, https.csv

SOAPjson

RESTxml
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